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Abstract

This work suggests an approach towards a systematic
methodology of developing and applying interoperability
tests for distributed systems. The methodology includes in-
teroperability assessment and dynamic interoperability test-
ing.

1. Introduction

Interoperability testing checks if different systems can
communicate properly with each other. Interoperability
means that systems are able to communicate [8] whereas
interoperation is “The use of interoperable systems”.

In practice, interoperability testing is done in an ad hoc
fashion by plugging systems in a pragmatic manner to-
gether. An example for interoperability testing events is the
PlugtestsTM [1] event organized by European Telecommuni-
cations Standards Institute (ETSI). Automation and formal-
ization of the testing process in such events may increase the
testing effectiveness. This paper discusses an approach for
establishing and applying a systematic process for interop-
erability testing.

2. Systematic interoperability testing

A systematic process for interoperability testing should
follow formal guidelines and standard procedures. It should
be applicable to different systems (generic) and no manual
work should be required for test execution. The process it-
self comprises interoperability assessment, interoperability
achievement, and dynamic testing. First, a method for in-
teroperability assessment is required to evaluate if certain
conditions for interoperability are fulfilled. If yes, dynamic
testing can be applied. Otherwise, further strategies for in-
teroperability achievement have to be investigated.

3. Assessing interoperability

We compare interfaces of systems to assess their interop-
erability, and advice how interoperability can be achieved.
Therefore, we analyze the system capabilities, e.g., secu-
rity or data transfer. System capabilities can be defined by
different specifications. For example, the specifications of
GridFTP [7] and of OGSA-ByteIO [10] belong both to the
capability data transfer. Furthermore, different implemen-
tations of the same specification may exit due to several
implementation options offered by the specification. For
each implementation, a detailed capability description has
to be added to a model, which in the following is called
capability-model. The analysis of the capability-model
leads to interoperability gaps, but also points to common
agreed standards.

The capability-model will be enhanced with information
about the behavior at the interfaces of the systems. The
allowed behavior of an interface can be described by an au-
tomaton, in the following called interface-automaton. To
assess interoperability, the relation between the interface-
automata needs to be investigated. A prerequisite of in-
teroperability of two systems is joined behavior of their
interface-automata. In a later stage, the joined behavior may
be used for test selection, or even the automatic generation
of interoperability tests.

We studied the assessment of grid interoperability in
the project “Study of ICT Grid interoperability gaps” [4]
funded and organized by ETSI and the European Commis-
sion (EC). In the grid domain, different communities imple-
menting their own grid systems coexist. To allow their com-
parison, the capability-model has to be instantiated. How-
ever, even if it seems that implementations interoperate be-
cause they implement the same specification, they may not
be interoperable. For example, the capability for security
in grid systems usually relies on the X.509 certificate and
their instantiations in form of proxy certificates. The cer-
tificates may have varying lifetimes and can, therefore, lead
to interoperability problems. As ongoing work at ETSI, we



identify interoperability gaps and relevant, stable standards
in grid systems. Furthermore, an abstract grid testing frame-
work is under development [5].

The capability-model can be enhanced with solutions
that overcome interoperability gaps. These include gate-
ways, adapters, or common interfaces [6]. A gateway is a
specific service that bridges between grid infrastructures so
that one of them looks like a single resource to the other
infrastructure. An adapter translates events of one interface
into events that can be handled by another interface. The
common interfaces approach requires that the systems im-
plement the same specification. But especially in grid sys-
tems, interfaces are rarely standardized so that each system
implements its own specifications. Grid systems are run-
ning stable and the willingness to change the interfaces to
standardized ones is low. Therefore, we argue that the ap-
plication of adapters is currently the most suitable approach
to achieve interoperability between grid infrastructures. As
a consequence of this observation, we started to investigate
the automatic generation of adapters from the capability-
model.

4. Dynamic interoperability testing

Theoretically, interoperability testing of several systems
requires that each system is tested against all other systems.
This approach is cost and time intensive and is, therefore,
not commonly applied. Another approach is to certify a ref-
erence system, also called Qualified Equipment (QE). It is
then required to test the systems that should be interoper-
able against the QE. Unfortunately, such certifications are
also problematic.

As a pragmatic way, interoperability tests with confor-
mance checks can be deployed. The test configuration is
depicted in Figure 1. Complete interoperability testing of
two systems can to be undertaken while conformance at the
common interface is monitored [3].
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Figure 1. Interoperability testing with confor-
mance checks

The focus of our work is to formalize and automate the
interoperability testing process. This includes a formaliza-
tion of the capability-model, the automatic generation of
adapters from the capability-models as well as test selection
or even the automatic generation of interoperability tests
based on the joined behavior of interface-automata.

As a case study, we started to develop an adapter for in-
teroperation of the grid infrastructure UNICORE [11] and
the grid-like system Amazon elastic compute cloud [9]. An
interoperability test environment based on Testing and Test
Control Notation (TTCN-3) [2] will be developed.
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